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Abstract

Software radios are communication devices with differ-
ent configurations that enable to operate in different com-
munication networks. Considering the OSI model, the main
development of these radios is focused on the lower lay-
ers, which are implemented in hardware. Security is a key
element for using software radios, because they can enter
to different wireless networks and use the air like trans-
mission medium, being vulnerable to possible attacks to
the transmission of data. Several security architectures
have been standardized for different networks, such as IEEE
802.11i-2004 for WLANs (Wireless Local Area Networks)
and IEEE 802.16e-2005 for WMANs (Wireless Metropoli-
tan Area Networks), operating on the MAC (Medium Access
Control) sublayer. In this work, hardware implementations
of these architectures are evaluated in terms of FPGA im-
plementation costs and performance to be considered in a
reconfigurable hardware platform, which supports both se-
curity architectures, working on the MAC sublayer. For the
design of the reconfigurable platforms, it is required to ex-
amine characteristics such as hardware resources, through-
put and reconfigurable/ nonreconfigurable modules with fo-
cus in the software-radio applications. These implementa-
tions of the proposed hardware architectures are based on
the AES-CCM algorithm that is one of the most important
cryptographic algorithms.

1. Introduction

In the world of the digital communications, there are
many types of networks that have been widely developed,
and mobility is a desirable feature that has extended the
growth of the wireless communications. The wireless net-
works use different set of rules or protocols for governing
the communication among diverse devices, and each net-
work has applications that can use different protocols. Ide-
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ally, a device should operate in the diverse applications of
the different wireless networks. This last idea is conceptual-
ized by using software radios, which have different configu-
rations for operating in different communication networks.
Software radios have changed according to the technology
advances, where it is possible to find a basic radio archi-
tecture, which has a key element, and it configures the ra-
dio to operate in the different networks. In this way, ra-
dios have been fixed designs, which have increased their
flexibility, reporting transitions from software capable ra-
dios, transitioned into software programmable radios, and
finally to software-defined radio (SDR). New capabilities
for the software radios represent a great range for aware-
ness, adaptability and the ability to learn, see Fig. 1 [1].
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Figure 1. Evolution of the software radios.

The development of these radios, for example SDR, is
focused on the lower layers of the OSI model, which are
implemented in hardware [2]. At this point, it is impor-
tant to highlight that software radios can enter to differ-
ent networks and applications, furthermore, in these wire-
less communication networks, the transfer of the informa-
tion uses the air like transmission medium, thus security
attacks can appear, and these issues should be considered
and solved. Nowadays, solutions are proposed to protect
these networks through diverse mechanisms such as fire-
walls, cryptography, antivirus, intrusion detectors, secure
routing, and security policy management, among others.
One of the most important is the cryptography, which is
based on algorithms and their operation modes. In this
way, security based in cryptography is a key element in
the recent standards of the communication networks, re-
quiring modern enhancements, such as new cryptographic



2008 5th International Conference on Electrical Engineering, Computing Science and Automatic Control (CCE 2008)

algorithms, new operation modes of these algorithms and,
considering these networks, their new security schemes that
should solve other issues. Using cryptographic algorithms
in demanding applications that communicate great amount
of data requires computing complex operations. This com-
putation causes that data flow slows down its speed. It is
important to highlight that hardware cryptographic imple-
mentations have better performance than software imple-
mentations, exploiting advantages of the hardware design.
Hardware architectures should consider the dataflow, the
parallelization of processes, the specialized modules, and
the synchronization of the modules and submodules.

In this work, two implementations for security protocols
are evaluated to design a reconfigurable hardware platform,
providing cryptographic services based on two security ar-
chitectures of the IEEE 802.11i-2004 and IEEE 802.16e-
2005. This platform is developed for software-radio ap-
plications operating in the MAC sublayer, which executes
different configurations, and in this case, for two protocols
of two different networks (WMAN and WLAN). This plat-
form is based on a reconfigurable architecture, executing
security services. To design this platform, characteristics
such as hardware resources, throughput, efficiency and re-
configurable modules, are evaluated.

In Section 2, security architectures for IEEE 802.11i-
2004 and IEEE 802.16e-2005 standards are described. In
Section 3, hardware architectures are proposed based on
modular designs focusing to the reconfigurable platform.
These are implemented and their results are presented in
Section 4. FPGA implementation cost and performance
evaluation are described in Section 5. Finally, conclusions
are drawn in Section 6.

2. Security Protocols

Security protocols for the widely-used wireless commu-
nication networks propose to use cryptographic solutions
based on diverse cryptographic algorithms. This security
is defined in the MAC sublayer, enabling communication
networks to provide privacy, authentication, and confiden-
tiality. These security services are based on cryptographic
algorithms, which use several iterative mathematic opera-
tions. These algorithms protect data transmissions at the ex-
pense of high computational costs and cause bottlenecks in
the data transmissions, thus architectures with high through-
put are required, at least 1 Gbps, considering future data
transmissions such as in the wireless networks [3] with
application to transmit high-quality TV, movies in DVD,
and great amount of digital files using personal computers,
among others.

The AES algorithm in the CCM (Counter with Cipher
Block Chaining - Messaging Authentication Code) mode
is proposed to be implemented in the IEEE 802.11i-2004
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and IEEE 802.16e-2005 standards. In the first standard,
AES-CCMP (AES-CCM Protocol) presents the modern se-
curity architecture with advanced features based on AES-
CCM algorithm, incorporating two cryptographic operation
modes to provide a robust security protocol in the data trans-
ference. The IEEE 802.11i-2004 standard replaces Wired
Equivalent Privacy in the original IEEE 802.11 standard
with the Advanced Encryption Standard (AES) in CCM
mode. In the same way, IEEE 802.16e-2005 standard has
specified security mechanisms, using the AES-CCM algo-
rithm to provide better security services, although it is re-
quired to execute a great number of operations, several iter-
ations, and multiple processes. In this work, proposed hard-
ware architectures are based on the AES-CCM, using paral-
lelization and modular specialization, and reducing critical
path without increasing the execution latency.

AES-CCM algorithm. Traditionally, two different
cryptographic algorithms are used to provide privacy and
authentication, but AES-CCM algorithm provides these
two security services with the same algorithm, using the
AES block cipher and the same key. CCM uses the CTR
(Counter) mode and CBC-MAC (Cipher Block Chaining -
Message Authentication Code) [4]. The privacy is provided
by the AES algorithm in CTR mode, requiring a value that
ensures uniqueness. The authentication is performed by the
AES algorithm in CBC-MAC mode and provides additional
capabilities; CBC-MAC is an integrity method that ensures
that every cipher block depends on every preceding part of
the plain text, where ciphering two identical blocks results
in different cipher blocks.

IEEE 802.11i-2004 Standard. AES-CCMP provides
data confidentiality, integrity, and replay-attack protection,
operating on the MAC Protocol Data Unit (MPDU)), see Fig.
2 [5]. MPDU contains several fields, including, for exam-
ple, the payload, the length of payload, and header of the
MAC sublayer. In general, the security architecture based
on AES-CCMP ciphers data input (plaintext MPDU), using
AES-CCM algorithm, and resulting the data output Cipher
MPDU. AES-CCMP disassembles each packet in KeyID,
packet number (PN) and plaintext MPDU (Medium Access
Control Protocol Data Unit). Reuse of a PN with the same
temporal key voids all security guarantees. A temporal key
(TK) is required for every ciphering session. MPDU is ex-
panded in several fields, such as payload DataP, Address
2 (A2), a priority octet, and the MAC Header. With these
fields, a CCMP Header is constructed as well as a Nonce
value (unique for each frame protected by a given TK and
a 48-bit PN) and the additional authentication data (AAD).
The payload, TK, Nonce value and ADD are input to the
AES-CCM. It outputs the cipher data and message integrity
code (MIC) that are used together with the CCMP and MAC
headers to build the Cipher MPDU.

AES-CCM is the main cryptographic algorithm, which
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Figure 2. Security architecture based on the
AES-CCM protocol for IEEE 802.11i networks.

executes two related processes: generation-encryption and
decryption-verification. For the purposes of this work,
which is focused to the reconfiguration of a transmission
platform, the generation-encryption process is considered
to design the architecture. CBC-MAC process is applied to
the payload DataP, the data associated AAD, and the nonce
to generate a MIC (Message Integrity Code) whereas CTR
mode is applied to the MIC and the payload DataP to obtain
the ciphertext (Cipher MPDU).

IEEE 802.11e-2005 Standard. The IEEE 802.16e-2005
security scheme has two component protocols: manage-
ment key (PKM) and encapsulation [6]. In the general op-
eration of the encapsulation protocol, ciphering is applied
to the MAC PDU payload for privacy service, whereas in
the PKM, this protocol allows for authentication. In the en-
capsulation, data are protected by ciphering the informa-
tion or plaintext payload, and by providing a value for the
message integrity. Ciphering payload requires that two val-
ues shall be appended: packet number (PN) and message
authentication code (MIC), and AES-CCM algorithm shall
be applied to the plaintext payload, see Fig. 3. For ap-
plying AES-CCM algorithm, other related main functions
should be executed, formatting data input such as plaintext
payload, counter blocks, initial block, nonce value, packet
number (PN), and generic MAC header (GHMAC). These
functions are described in the security scheme of the stan-
dard.

In the Section 3, hardware architectures using the AES-
CCM algorithm are proposed, which combine parallelized
structures with low hardware resource requirements.

3. Proposed Hardware Architectures

The proposed hardware architectures are based on mod-
ular designs, focusing on high throughput. This is reached
by making an analysis to reduce critical path by develop-
ing specialized modules, proposing compact control units,
identifying parallelization of the data buses and modules,
and balancing paths formed by the combinational and se-
quential elements. For evaluation purposes and for devel-
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Figure 3. Related processes for ciphering in
the IEEE 802.16e-2005 standard.

oping the reconfigurable platform, these architectures are
implemented in FPGA devices, reporting high hardware im-
plementation efficiency. The design of the architectures is
written in VHDL and simulated using FPGA Advantage
6.3.

The used hardware design methodology in this work is
based on designing a straightforward initial hardware archi-
tecture (considering specific parameters), and later, exploit-
ing hardware advantages such as loop unrolling, pipelining,
and using embedded hardware resources [7], and making
trade-off analysis to decrement critical path. The aim is to
get architectures with higher throughputs and lower hard-
ware resources, i.e., a highly efficient hardware implemen-
tation or throughput/area ratio. The implementation effi-
ciency (Gbps/slices) is a measurement of this type of cryp-
tographic hardware implementations and it is defined as the
ratio between the reached throughput and the number of
slices that each implementation consumes [8].

AESCCMP Hardware Architecture. For the IEEE
802.11i-2004 standard, it is proposed the AESCCMP hard-
ware architecture. The AES-CCMP hardware architecture
is illustrated in Fig. 4. From Fig. 2, Increment PN and
Construct CCMP Header blocks are considered to be exe-
cuted in an upper layer. The AESCCMP hardware architec-
ture is constituted by specialized modules to format data
(Format_N&Q, Format_.AAD, Format_Payload, and For-
mat_CB), to compute AES-CCM algorithm (AESCCM) and
main control (Control_CCMP). Each module to format data
has its particular control submodule. The main control mod-
ule is based on Finite State Machines (FSMs). AESCCM
module executes AES-CBC-MAC and AES-CTR submod-
ules in parallel, which compute AES-CBC-MAC and AES-
CTR algorithm, respectively.

The general operation consists on processing two
sources of data, parsed in 128-bit data blocks, and the
same 128-bit key block through AESCCM module. The
first source generates data blocks from three different mod-
ules (PAY _N&Q, PAY_AAD, and PAY _PAY) to compute the
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MIC value in the AES-CBC-MAC submodule, whereas the
second source takes data blocks from the same module (For-
mat_CB) to compute cipher data in the AES-CTR submod-
ule. After processing all data blocks, AESCCM generates
the cipherdata Cipher_ MPDU and the U value.

AESCCM6 Hardware Architecture. For the IEEE
802.16e-2005 security standard, it is proposed a hardware
architecture based on the AES-CCM algorithm. The aim
of this work is to implement a fast and simple iterative se-
curity hardware architecture with low FPGA resource re-
quirements. The proposed hardware architecture, named
AESCCMB6, and it is illustrated in Fig. 5.
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Figure 5. Block diagram of the AESCCMS6.

This architecture is based on the security scheme of the
standard, see Fig. 3. This architecture is constituted by
specialized modules to format data (Modifying_ GMACH,
Construct_Nonce, Format_Payload, Format BO, and For-
mat_CB), to compute AES-CCM algorithm (AESCCM
module), more details are in Section 2. The dataflow is
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managed by the main control. Format_Payload executes a
complex process due to the variable length L of the plain-
text payload, so, this module has a particular control sub-
module. Similar to AESCCMP hardware architecture, main
control is based on an FSM, generating flag and control sig-
nals to the dataflow, whereas AESCCM module computes
AES-CBC-MAC and AES-CTR processes in parallel form.
The general operation consists on processing two sources of
data, parsed in 128-bit data blocks, and the same 128-bit key
block through AESCCM module. The first data source is
taken from two different data blocks (Format_Payload and
Format_B0) to compute the MIC value in the AES-CBC-
MAC submodule, whereas the second data source is taken
from the module Format_CB to compute ciphertext in the
AES-CTR submodule. After processing all data blocks,
AESCCM generates the Ciphertext and MIC value. Com-
putation of the AES algorithm in the AESCCM blocks is
executed by an iterative and compact module, which reports
high performance based on several studies [9].

4. Implementations

The synthesis results of the AESCCMP and AESCCM6
hardware architecture are presented in this section. For
the purpose of validation and comparison, these architec-
tures were synthesized, mapped, placed and routed for
three FPGA different technologies: Virtex-5, Virtex-4. And
Spartan-3 The synthesized architectures were simulated and
verified considering real-time operation condition by using
the design conformance test data, which are provided by the
IEEE 802.11i-2004 and IEEE 802.16e-2005 standards.

Data input loading and data blocks generation are per-
formed in parallel. If these hardware architectures cipher
data and they are maintained in the ciphering loop, their
output buses will offer 128-bit cipher data every ten clock
cycles for 128-bit plain data and 128-bit key data. The
throughput of these iterative architectures is given by (1).

Plain_data_block_size x Clock_period

T =
hroughput Clock_cycles

)]
Table 1 shows implementation results of these hardware
architectures in three different FPGA devices, where the im-
plementations on Virtex-5 and Virtex-4 support more than
1 Gbps, and the implementations on Spartan-3 is close to
1 Gbps. The designs reported in this work were imple-
mented in configurable devices for evaluation and valida-
tion purposes. These architectures can be considered in
the design of application-specific hardware devices that are
aimed to meet standards in the new applications and be used
in more demanding applications of cryptographic computa-
tional power in the wireless communications.
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Table 1. Implementation results of the AESCCMP and AESCCM®6 architectures for three technologies.

Parameter/Device | AESCCMP | AESCCM6 | AESCCMP | AESCCM6 | AESCCMP | AESCCMG6
Xc5vIx50-1f676 Xc4vix12-10ff668 Xc3s1000-4fg676
Period (ns) 7.847 8.768 10.510 10373 15.838 16.441
Clock(MHz) 127.43 114.05 95.14 96.40 63.13 60.82
I0Bs 269 309 269 309 269 309
LUTs 2378 2324 5545 5447 5511 5336
Slices 1615SRs | 1221 SRs 3451 3228 3435 3205
2932SLs | 2721 SLs
BRAM 10 10 10 10 10 10
Throughput (Gbps) 1.631 1.459 1217 1.233 0.808 0.778
Efficiency 1.009 /SRs | 1.195/SRs 0.352 0.381 0.235 0.242
(Gbps/slice x10™%) | 0.556/SLs | 0.536/SLs

5. Comparisons and Evaluation

In this Section, FPGA implementation costs and perfor-
mance evaluation are discussed for the design and devel-
opment of the security software-radio platform with recon-
figurable architecture. For implementation costs, charac-
teristics such as utilized resources, period, clock frequency,
and latency are considered, see Table 1. For performance
evaluation, characteristics such as throughput and efficiency
are considered. These studies and performance measure-
ments of the AESCCMP and AESCCM6 implementations
are used to design the security software-radio platform with
reconfigurable architecture.

Firstly, considering only the AESCCMP or AESCCM6
hardware architecture, different device families (Virtex ver-
sus Spartan) will yield different implementation cost and
performance, and where newer technologies (Virtex-5 ver-
sus Virtex-4) present shorter periods or higher operation
clock frequencies.

Comparing AESCCMP against AESCCMB6, the first one
has a design, which uses slightly more hardware resources
for the hardware platform. This is due to the specific mod-
ules, which execute different formatting of data and spec-
ifications. This difference in LUTs and slices is not very
important, considering that a part of the FPGA will be se-
lected for the reconfiguration. The two architectures for
two different networks can be supported in the same recon-
figurable platform. All implementations use ten BRAMs,
situation that enables a consistency in the architectures.
These BRAMs are used to implement S-boxes, which are
required by the AES cipher. An important detail is the dis-
parity on the use of the IOBs. These pins should be dis-
tributed, considering the reconfiguration of the device. The
designs of these architectures for the reconfiguration should
select tasks to be executed by the input/output data, evaluat-
ing reconfigurable/ nonreconfigurable modules, which re-
quire connections to the exterior. Excepting in Virtex-4,
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the AESCCMP implementation reports better performance
than compared with AESCCM6 implementation. The mini-
mized area resources of AESCCMP and AESCCM6 do not
decrease the system performance, which reach throughput
superior to 1 Gbps. This data rate is much higher com-
pared with the highest specified by the IEEE 802.11 stan-
dards. These security architectures of the standards are
the elements that execute more operations at high compu-
tational cost. According to (1), Plain_data_block_size and
Clock_cycles have fixed values, 128 bits and 10 clock cy-
cles, respectively, but Clock_period is defined by the im-
plementation results, which produces different throughputs
and efficiency for the implementations in the diverse tech-
nologies. If this value is to set a fixed value, both AESC-
CMP and AESCCM6 architectures will report the same
throughput on the reconfigurable platform, where hardware
resources are just selected for reconfiguration or configura-
tion, where a similar efficiency can be obtained.

Comparing against related works, see Table 2, it is im-
portant to highlight that these implementations report high
throughput and efficiency, characteristics that can be af-
fected by implementing on a reconfigurable platform. There
are many works reporting AES-CCM operations, but few
works present complete security architectures executing op-
erations based on AES-CCM. The period of each imple-
mentation should be analyzed to improve the performance
of the platform, which is affected when reconfigurable
architectures are mapped and reconfigurable modules are
reused. For AESCCMP architecture, related works re-
port different AES-CCMP implementations on FPGA [10]
- [13], the proposed AESCCMP implementation reports
the highest throughput and efficiency, allocating less area
than [12] and [13], with higher operation frequency. For
AESCCMG6 architecture, few works have been reported, im-
plemented on FPGAs [14]. The throughput values do not
present any results, and diverse devices are considered to
implement the architecture. Based on the above compar-

308
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Table 2. Related works of 802.11i-2004 and
802.16e-2005 hardware architectures.

Work/ Slices | BRAM | Clock | Throughput

Standard (MHz) (Gbps)
[10]-802.11i 523 - 63.70 0.127
[11]-802.11i | 3750 - 50.00 0.243
[12]-802.11i | 3474 15 80.30 0.275
[13]-802.11i | 5605 - 50.00 0.258
[14]-802.16e - - 93.00 -
[14]-802.16e - - 197.00 -

ison results, it can be mentioned that the AESCCMP and
AESCCM6 implementations are proposed for applications
with special needs in both, area resources and operation fre-
quency.

6. Conclusions

Software radio is a hot research topic with focus on de-
signing and developing hardware elements that present ca-
pabilities of high flexibility and performance. In these ra-
dios, security is a key characteristic to protect the transmis-
sions of data in the wireless networks. The implementation
costs and performance evaluation of the proposed security
architectures from two different networks, such as WMAN
and WLAN, enable to design and propose a reconfigurable
platform, which support these implementations, using sim-
ilar hardware resource and reporting efficiency. Due to the
latency of ten clock cycles in both implementations, the
same throughput is reached by establishing a clock for the
reconfigurable platform. Finally, efficiency is a character-
istic, which is affected by the throughput and hardware re-
sources used for each implementation. If the same resources
are used to partition reconfigurable and nonreconfigurable
elements, and the throughput is the same, a similar effi-
ciency is obtained.
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